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Abstract 
This paper presents a hardware implementation of a digital watermarking system that can insert 

invisible, semi fragile watermark information into multimedia content in real time. The 

watermark embedding is processed in the discrete cosine transform domain. To achieve high 

performance, the proposed system architecture employs fast discrete cosine transformation 

algorithm. Hardware implementation using field programmable gate array has been done, and an 

experiment was carried out using Spartan 3 FPGA for overall performance evaluation. 

Experimental results show that a hardware-based digital watermarking technique. The proposed 

water marking system is implemented using the Verilog hardware description language (HDL) 

synthesized into a field programming gate array (FPGA). 
 

Keywords: Discrete cosine transformation, Watermark generation, Watermark Embedding, 

Spartan 3 board 

 

Introduction 
Digital watermarking is the process of 

embedding an additional, identifying 

information within a host multimedia object, 

such as text, audio, image, or video. By 

adding a transparent watermark to the 

multimedia content, it is possible to detect 

hostile alterations, as well as to verify the 

integrity and the ownership of the digital 

media. 

A digital watermark is a digital signal or 

pattern inserted into a digital image. Since 

this signal or pattern is present in each 

unaltered copy of the original image, the 

digital watermark may also serve as a digital 

signature for the copies. A given watermark 

may be unique to each copy (e.g. to identify 

the intended recipient), or be common to 

multiple copies (e.g. to identify the 

document source). In either case, the 

watermarking of the document involves the 

transformation of the original into another 

form. This distinguishes digital 

watermarking from digital fingerprinting, 

where the original file remains intact and a 

new created file 'describes' the original file's 

content. 

Watermarking is not a new phenomenon. In 

the modern era, providing authenticity is 

becoming increasingly important as most of 

the world’s information is stored as readily 

transferable bits. Digital watermarking is a 

process whereby arbitrary information is 

encoded into an image in such a way that the 

additional payload is imperceptible to the 

image observer. Watermarking algorithms 

http://www.ijsar.in/
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are divided into two categories. Spatial-

domain techniques work with the pixel 

values directly. Frequency-domain 

techniques employ various transforms, 

either local or global. 

Watermarks and watermarking techniques 

can be divided into various categories in 

various ways. Watermarking techniques can 

be divided into four categories according to 

the type of document to be watermarked 

such as Text Watermarking, Image 

Watermarking, Audio Watermarking, and 

Video Watermarking. 

 

RELATED WORK ON 

WATERMARKING SYSTEMS 

A. Robustness Level of Watermarking 

The level of robustness of the watermarking 

can be categorized into three main divisions:  

 Fragile 

 Semi fragile 

 Robust 

 

A watermark is called fragile if it fails to be 

detectable after the slightest modification. A 

semi fragile watermark is the one that is able 

to withstand certain legitimate 

modifications, but cannot resist malicious 

transformations. A watermark is called 

robust if it resists a designated class of 

transformations. 

In copyright protected applications, the 

attacker wishes to remove the WM without 

causing severe damage to the image. This 

can be done in various ways, including 

digital-to-analog and analog-to-digital 

conversions, cropping, scaling, segment 

removal, and others. Robust WM is used in 

these applications so that it remains 

detectable even after these attacks are 

applied, provided that the host image is not 

severely damaged. For image integrity 

applications, fragile watermarks are 

commonly used so that it can detect even the 

slightest change in the image. Most of the 

fragile WM methods perform the embedding 

of added information in the spatial domain. 

Unlike the fragile WM techniques, a semi 

fragile invisible Watermark, such as that 

proposed in this paper, is designed to 

withstand certain legitimate manipulations, 

i.e., lossy compression, mild geometric 

changes of images, but is capable of 

rejecting malicious changes, i.e., cropping, 

segment removal, and so on. Furthermore, 

the semi fragile approaches are generally 

processed in the frequency domain. 

Frequency-domain WM methods are more 

robust than the spatial-domain techniques. In 

practical video storage and distribution 

systems, video sequences are stored and 

transmitted in a compressed format, and 

during compression the image is 

transformed from spatial domain to 

frequency domain. Thus, a watermark that is 

embedded and detected directly in the 

compressed video stream can minimize 

computationally demanding operations. 

Therefore, working on compressed rather 

than uncompressed video is beneficial for 

practical WM applications. 

 

B. Watermark Implementations-

Hardware Versus Software 

The implementation of watermarking could 

be on many platforms such as software, 

hardware, embedded controller, DSP, etc. 

System performance is a major parameter 

while designing complex systems. The 

standard DSP which has Von Neumann style 

of fetch operate-write back computation 

fails to exploit the inherent parallelism in the 

algorithm. For example, a 30 tap FIR filter 

implemented on a DSP microprocessor 

would require 30 MAC (Multiply 

Accumulate) cycles for advancing one unit 

of real-time. Further, each MAC operation 

may consist of more than one cycle as it 

involves a memory fetch, the multiply 

accumulate operation, and the memory write 

back. In contrast, a hardware 

implementation can store the data in 

registers and perform the 30 MAC 

operations in parallel over a single cycle. 

Thus, high throughput requirements of real-
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time digital systems often dictate hardware 

intensive solutions.   

FPGAs provide a rapid prototyping 

platform. They can be reprogrammed to 

achieve different functionalities without 

incurring the non-recurring engineering 

costs typically associated with custom IC 

fabrication. For commercial applications 

like movie production, video recording, real 

on-spot video surveillance, where a real-

time response is always required, so a 

software solution is not recommended due to 

its long time delay. Since the goal  of  this  

research  is  a  high  performance  encoding  

watermarking  unit  in  an  integrated circuit 

(IC) for commercial applications, and since 

FPGAs (field programmable gate arrays) 

have advantages in both fast processing 

speed and field programmability, it was 

determined that an FPGA is the best 

approach to build a fast prototyping module 

for verifying design concepts and 

performance. 

Several software implementations of the 

watermarking algorithms are available, but 

very few attempts have been made for 

hardware implementations. Software 

implementation of watermarking has been 

implemented because of their ease of use 

and flexibility. Mostly software based 

watermarking works on offline where 

images are captured through camera and 

stored on computer and the software for 

watermarking runs and embeds the 

watermark and then the images are 

distributed. This approach has the drawback 

of certain amount of delay, once images are 

captured and then watermark is embedded. 

If attackers would attacks the image before 

the watermark embedded then it creates 

issues for ownership of the originator. So 

there is a need of real-time watermarking 

where watermark embedding unit reside 

inside the device (as digital camera) and 

embedding done directly when image is 

captured. The hardware implementation of 

watermarking has advantages in terms of 

reliability and high performance for area, 

power and speed. This is very much crucial 

in some applications like real-time broad 

casting, video authentication and secure 

camera system for courtroom evidence. The 

hardware implementation can have 

advantage of parallel processing. Since 

watermarking process deals with processing 

of watermark and pre-processing of original 

content before embedding watermark. These 

two processes are independent and can work 

in parallel to achieve parallelism to achieve 

high speed for real-time application. 

 

C. Existing Work on Video Watermarking 

In the past few years, research effort has 

been focused on efficient WM systems 

implementation using hardware platforms. 

For example, Strycker et al. [12] proposed a 

well known video WM scheme, called just 

another watermarking system (JAWS), for 

TV broadcast monitoring and implemented 

the system on a Philips’s Trimedia TM-1000 

very long instruction word (VLIW) 

processor. The experimental results proved 

the feasibility of WM in a professional TV 

broadcast monitoring system. Mathai et al. 

[13], [14] presented an application-specific 

integrated circuits (ASIC) implementation of 

the JAWS WM algorithm using 1.8 V, 0.18-

μm complementary metal oxide 

semiconductor technology for real-time 

video stream embedding. With a core area of 

3.53 mm2 and an operating frequency of 75 

MHz, that chip implemented watermarking 

of raw digital video streams at a peak pixel 

rate of over 3 Mpixels/s while consuming 

only 60mW power.A new real-time WM 

very large scale integration (VLSI) 

architecture for spatial and transform 

domain was presented by Tsai and Wu [15]. 

Maes et al. [16] presented the millennium 

watermarking system for copyright 

protection of DVD video and some specific 

issues, such as watermark detector location 

and copy generation control, were also 

addressed in their work. An FPGA prototype 

was presented for HAAR-wavelet-based 

real-time video watermarking by Jeong et al. 
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[38]. A real-time video watermarking 

system using DSP and VLIW processors 

was presented in [39], which embeds the 

watermark using fractal approximation by 

Petitjean et al. Mohanty et al. [40] presented 

a concept of secure digital camera with a 

built-in invisible-robust watermarking and 

encryption facility. Also, another 

watermarking algorithm and corresponding 

VLSI architecture that inserts a broadcasters 

logo (a visible watermark) into video 

streams in real time was presented [41] by 

the same group. 

 

PROCEDURE FOR DIGITAL 

WATERMARKING SYSTEM 

A. Overview of Proposed watermarking 

system 

 
Fig. 1: Overview of Proposed 

watermarking system. 
 

Fig. 1 illustrates the general block diagram 

of the proposed system that is comprised of 

four modules. The watermark embedding 

approach is designed to be performed in the 

DCT domain. Embedding the watermark 

after quantization makes the watermark 

robust to the DCT compression with a 

quantization of equal or lower degree used 

during the watermarking process. Then, they 

are passed to the watermark embedding 

module. The watermark generation unit 

produces a specific watermark data for each 

input, based on initial predefined secret 

keys. The watermark embedding module 

inserts the watermark data into the quantized 

DCT coefficients according to the algorithm. 

Finally, watermarked DCT coefficients of 

each input are encoded by the compression 

unit which outputs the compressed data with 

embedded authentication watermark data. 

The proposed watermarking system is 

implemented using the Verilog hardware 

description language (HDL) synthesized into 

a field programming gate array (FPGA). 

 

B. Compression technique 

The technique used for compression is fast 

discrete cosine transformation. In particular, 

a DCT is a Fourier-related transform similar 

to the discrete Fourier transform (DFT), but 

using only real numbers. DCTs are 

equivalent to DFTs of roughly twice the 

length, operating on real data 

with even symmetry (since the Fourier 

transform of a real and even function is real 

and even), where in some variants the input 

and/or output data are shifted by half a 

sample. There are eight standard DCT 

variants, of which four are common. 

The most common DCT definition of a 1-D 

sequence of length N is 

   (1) 

For u = 0, 1… N-1 .Similarly inverse 

transformation can be defined as 

 (2) 

In order to implement fast DCT, equation 

(1) can be divided into even and odd terms. 

The following is the flow diagram for 8 

point DCT: 
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Fig. 2: Flow diagram of 8 point Fast DCT. 

 

C. Watermark Generation 

Since simple watermark data can be easily 

cracked, it is essential that the primitive 

watermark sequence will be encoded by an 

encipher. This insures that the primitive 

watermark data are secured before being 

embedded into each video frame. Currently, 

there are different approaches to convert a 

primitive watermark into a secured pattern. 

Contradictory to existing solution 

approaches, a novel video watermark 

generator is proposed. The WM generator 

generates a secure watermark sequence for 

each video frame using a meaningful 

primitive watermark sequence and secret 

input keys. 

According to the recommendation by 

Dittman in [22] for the feature of a video 

watermark, a primitive watermark pattern 

can be defined as a meaningful identifying 

sequence for each video frame. The unique 

meaningful watermark data for each video 

frame contain the time, date, camera ID, and 

frame serial number (that is related to its 

creation). This will establish a unique 

relationship of the video stream frames with 

the time instant, the specific video camera, 

and the frame number. Any manipulation, 

such as frame exchange, cut, and 

substitution, will be detected by the specific 

watermark. The corresponding N-bit (8-bit) 

binary valued pattern, ai,, will be used as a 

primitive watermark sequence. This would 

generate a different watermark for every 

frame (time-varying) because of the 

instantaneously changing serial number and 

time. 

The block diagram of the proposed novel 

watermark generator is depicted in Fig. 3. A 

secure watermark pattern is generated by 

performing expanding, scrambling, and 

modulation on a primitive watermark 

sequence. There are two digital secret keys: 

Key 1 is used for scrambling and Key 2 is 

used for the random number generator 

(RNG) module that generates a 

pseudorandom sequence. 

 

 
Fig. 3: Block diagram of watermark 

generator. 

 

D. Watermark Embedding 

The watermarking algorithm should be 

hardware friendly in a way that it can be 

implemented in hardware with high 

throughput. For this purpose, one concern 

for the algorithm development should be 

that it must support pipelining architecture 

so that two or more macro blocks inside a 

single video frame or more than one frame 

can be watermarked simultaneously. This 

feature will aid in increasing the processing 

speed of watermarking. 

The watermark embedding approach used in 

this paper was originally developed by 

Nelson and Shoshan in [25].This WM 

algorithm, capable of inserting a semi fragile 

invisible watermark in a compressed image 

in the DCT frequency domain, was modified 

and then applied in watermarking of a video 

stream. In general, for each DCT block of a 



 IJSAR, 2(12), 2015; 08-19 

13 

 

video frame, N cells need to be identified as 

“watermarkable” and modulated by the 

watermark sequence. The chosen cells 

contain nonzero DCT coefficient values and 

are found in the mid-frequency range. This 

algorithm was detailed by Shoshan in [25]. 

The algorithm can be described as follows. 

1) For each 8 × 8 block (watermark data), 

perform DCT, quantization, and zigzag 

scan to generate quantized DCT 

coefficients.Identify N watermarkable 

cells for each block and calculate the 

modification value for each selected 

cell. 

2) Modify the identified watermarkable 

DCT coefficients according to the 

modification values. 

3) Perform inverse DCT and inverse 

quantization for each 8 × 8 block 

watermarked coefficient to reconstruct 

the original I pixel values. 

4) Generate compressed and watermark 

embedded data. 

 

HARDWARE ARCHITECTURE 

DESIGN 

A.  Watermark Generator 

 
Fig. 4: Hardware architecture of 

watermark generator module. 

 

Fig. 4 describes the hardware architecture of 

the novel watermark generator. The 

expanding procedure is accomplished by 

providing consecutive clock signal so that an 

expanded watermark sequence can be 

generated by reading out the primitive 

watermark sequence (ai) for cr times. 

Expanded sequence (ai ) is stored in memory 

buffer. 

Scrambling is done by using the secret 

digital key Key1, which has two parts. The 

two different parts initiate two different 

counters. At each state of the counters two 

readings (addressed by Add1 and Add2) 

from the buffer occur for having the XOR 

operation between them. Thus, the 

scrambled watermark sequence, ci, is 

generated. Furthermore, different digital 

keys can make the counters start running 

with different states and generate different 

corresponding addresses so that we can get 

different patterns of ci. 

A secure pseudorandom sequence pi, 

generated by the proposed Gollman[14] 

cascade filtered feedback with carry shift 

register RNG[23], seeded with secret key 

Key2, is used to modulate the expanded and 

scrambled watermark sequence ci. Finally, 

the generated secure watermark data wi is 

embedded into the video stream by the 

watermark embedder. 

 

B. Watermark  Embedder 

 
Fig. 5: Hardware architecture of 

watermark embedded module. 

 

A schematic view of the hardware 

architecture for the watermark embedder 

unit is presented in Fig. 5. As described by 

Shoshan [25], the watermark embedder 

works in two phases (calculation and 

embedding). When considering a cycle of 

embedding the watermark in one 8 × 8 block 

of pixels, each phase takes one block cycle. 

Two blocks are processed simultaneously in 
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a pipelined manner so that the embedding 

process only requires one block cycle. As 

the number of cells to be watermarked (N) 

in an 8 × 8 block increases, the security 

robustness of the algorithm also increases. 

But such an increase reduces the video 

frame quality because of the reduction in the 

originality of the video frame. A block that 

produces less than N cells is considered to 

be unmarked and disregarded. Only blocks 

that are distinctively homogeneous and have 

low values for high-frequency coefficients 

are problematic. The details of the 

architecture for the watermark embedder 

module were presented by Shoshan [25]. 

 

C. Spartan 3 FPGA board 

The Spartan-3 family of Field-

Programmable Gate Arrays is specifically 

designed to meet the needs of high volume, 

cost-sensitive consumer electronic 

applications. The eight-member family 

offers densities ranging from 50,000 to five 

million system gates. The FPGASP3 is a 

low-priced, compact prototyping module 

that can be used for rapid proof of concept 

or for educational environments. The 

module is based on the Spartan 3 FPGA 

from Xilinx along with supporting circuitry 

to ease prototyping efforts. Designers can 

use the Spartan-3 kit for general FPGA 

prototyping, experimenting with multiple 

FPGA configuration techniques, and 

proving out low cost design methods. 

 

 
Fig. 6: FPGA spartan hardware kit. 
 

The following are the key features of 

Spartan 3 FPGA: 

1) 8 Nos. Point LEDs (Logic Output)  

2) 8 Nos. Digital Input (DIP Switch)   

3) One UART (RS232)  

4) VGA Interface  

5) Reset Button | Power-on Indication 

6) PS/2 (Keyboard Interface)   

7) 40-Pin Expansion Connector 

8) JTAG (Program/Debug)  

9) 3 Nos. 20pin- I/O Expansion 

Connector   

10) On-Board Voltage regulators  

            +5V | +3V3 | 2V5 | 1V2 

 
 

EXPERIMENTAL RESULTS 

 

 
Fig. 6: DCT result. 

 

 
Fig. 7: RNG Output. 
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Fig. 8: XOR result. 

 

 
Fig. 9: Watermark Generation module 

result. 
 

 

Conclusion 

A. Summary and Conclusion 

Current work implementation is the Digital 

Watermarking system with fast discrete 

cosine transformation algorithm using 

Spartan3 kit. Overall, this project is all about 

implementing digital water marking system 

on hardware of low cost and consumes low 

power and more reliable. 

 

B. Future Scope 

This work can be extended by using 

different FPGA and usage of modern 

algorithms for compression to make the 

Watermarking technique robust. 

 

 
Fig. 10: Watermark Embedded module 

result. 
 

 
Fig. 11: FPGA result. 
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Table 1: Spartan 3 (XC3S200) FPGA Attributes. 

Device 
System 

Gates 

Logic  

Cells 

CLB Array 

(OneCLB = Four Slices) 

Distributed  

RAM (bits1) 

Block RAM  

(bits1) 

Dedicated  

Multiplies 
DCMs 

Maximum  

User I/O 

Maximum  

Differential  

I/O Pairs 

   Rows Columns 
Total 

CLBs 
      

XC3S200 200K 4,320 24 20 480 30K 216K 12 4 173 76 

 

 

 

Table 2: Ordering Information of XC3S200. 

Device Speed Grade Package Type / Number of Pins Temperature Range (TJ) 

XC3S200 -5 High Performance TQ144 144-pin Thin Quad Flat Pack (TQFP) I  Industrial (–40°C to 100°C) 

 

 

 

Table 3: FPGA Synthesis Report. 

Research  

Works  

Design Type  

 

Type of WM  

 

Processing  

Domain/Method  

Logic cells 

(Kilo gates)  

Power 

Consumption  

Proposed  

implementation  

FPGA(Spartan 3)  

 

Semi Fragile  

 

8 point FAST DCT  

Architecture  
10.431  56mW 
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