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Abstract 
The NTRU encryption scheme is an appealing another to well-known encryption schemes such 

as RSA, ElGamal, and ECIES. The security of NTRU relies on the hardness of computing short 

lattice vectors and thus is a capable candidate for being quantum computer resistant. There has 

been extensive research on efficient implementation of the NTRU encryption scheme. In this 

paper, we proposed new cryptosystem which is improvement of Nanda and Nayak scheme, 

which is based on Jordan canonical form replacing Gaussian Integer Matrix. New scheme is 

more efficient and low time consuming. 
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Introduction 

Public key encryption schemes commonly 

used today are RSA [9], ElGamal [4], and 

ECIES [8]. The security of those schemes 

relies on the difficulty of factoring large 

composite integers or computing discrete 

logarithms. However, it is unclear whether 

these computational problems remain 

intractable in the future. For example, Shor 

[12] showed that quantum computers can be 

used to factor integers and to compute 

discrete logarithms in the relevant groups in 

polynomial time. Also, in the past thirty 

years there has been significant progress in 

solving the integer factorization and discrete 

logarithm problems using classical 

computers [10, 11, 3, 2]. It is therefore 

necessary to develop alternative encryption 

schemes which do not rely on the difficulty 

of factoring or computing discrete 

logarithms and which are considered secure 

even against quantum computer attacks. A 

promising candidate for such a quantum 

secure encryption scheme is the lattice-based 

public-key cryptosystem NTRU [5] in its 

NAEP/SVES-3 variant [6, 7]. 

 

Now in this paper, we proposed the 

Gaussian Integer matrix of Nanda et al. [18] 

design replacing the Jordan Canonical Form. 

Recently, Nanda et al. [18] have proposed 

Gaussian Integer Matrix in NTRU 

cryptosystem [13]. They have given a PKC 

by method, which is suitable to send in the 

key generation phase of large message in the 

form of complex matrices. In our opinion 

Jordan Canonical Form makes the PKC 

more efficient as compare to Gaussian 

Integer matrix. 

 

Review of Nanda et al. [18] Algorithm: 

The Nanda et al. [18] give the Key 
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generation, encryption and decryption for 

their cryptosystem as below- 

 

Key Generation: 

Bob creates a public and private key pair. He 

first randomly chooses two matrices X and 

Y, where matrix X be an invertible matrix 

(modulo p). Bob keeps the matrices X and Y 

private, since anyone who knows any one of 

them will be able to decrypt messages sent 

to Bob. Bob's next step is to compute the 

inverse of X modulo q and the inverse of X 

modulo p. Thus he computes matrix Xq and 

Xp which satisfies X *Xq = I (modulo q) 

and X *Xp = I (modulo p). Bob then ensures 

the existence of inverse of matrix X by 

checking f is non-singular and f is invertible 

mod p (i.e.[det[X]](mod p 6= 0). Otherwise 

he needs to go back and choose another 

matrix X. Now Bob computes the product H 

= p*Xq *Y (modulo q). Bob's private key 

becomes the pair of matrices X and Xp and 

his public key is the matrix H. 

 

Encryption: 

Alice wants to send the message “I Like 

You" to Bob using Bob's public key H. For 

this she first put her message in the form of 

binary matrix M, (which is a matrix of same 

order as X and Y) and whose elements are 

chosen with modulo p. Next, she randomly 

chooses another matrix R of the same order 

as X. This and its size is same as private key 

X and Y. To create an encrypted message 

she then chooses a Random matrix R of size 

X and Y. This matrix is based on blind 

value, which is used to obscure the message 

(similar to the ElGamal algorithm which 

uses a onetime random value when 

encrypting).To send message M, Alice 

chooses a random matrix R (which is of 

same order as matrix X), and Bob's public 

key H to compute the matrix. 

 

E = R *H +M (modulo q). 

The matrix E is the encrypted message 

which Alice sends to Bob. 

Decryption: 

Now Bob has received Alice's encrypted 

message E and thus he can decrypt it. He 

begins to decrypt the encrypted message by 

using his private matrix X to compute the 

matrix. A = X *E (modulo q).Bob next 

computes the matrix B = A (modulo p). This 

way he reduces each of the coefficients of A 

(modulo p). Finally Bob uses his other 

private matrix Xp to compute C = Xp *B 

(modulo p) in order to get the matrix C 

which is Alice's original message M. 

 

Proposed Algorithm: 

The required definition and NTRU 

Operation for proposed scheme as below: 

 

Definition of Jordan Canonical Form: 

Let   C. A Jordan block )(J k  is a k × k 

upper triangular matrix of the form 
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A Jordan matrix is any matrix of the form 
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where the matrices J n1  are Jordan blocks. If 

J Mn(C), then n1 +n2nk = n.  

 

Theorem: Let A Mn(C). Then there is a 

nonsingular matrix S Mn , such that 
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where Jni is a Jordan block, where n1+n2+ 

+nk = n. J is unique up to permutations of 

the blocks. The eigenvalues  k.................1  are 

not necessarily distinct. If A is real with real 

eigenvalues, then S can be taken as real. 
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NTRU Operation: 

1. Star Multiply. 

2. Rand Poly. 

3. Inverse Poly -Fq. 

4. Inverse Poly-Fp. 

5. Create Key. 

6. Encode. 

7. Decode. 

 

Key Generation 

To create a public/private key pair, Bob 

chooses two k by k upper triangular matrices  

A,B,W LA . Next, Bob randomly selects 

short polynomials Rk  110 ....,, , 
R

k


 110
....,,

 and Rk  110 ....,, . Bob 

then constructs the upper triangular matrix f, 

g L f
  and c Lc  by taking 
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The matrices f and g must have inverses 

modulo p and modulo q. This will generally 

be the case, given suitable parameter 

choices. We denote the inverses as Fp, Fq, 

Gp,Gq and Cp,Cq, where 

 
)(mod* pIfF p 
and 

)(mod* qIfFq 
 ; 

        
)(mod* pIgG p 
and 

)(mod* qIgGq 
, 

 
)(mod* pIcC p 
 and 

)(mod* qIcCq 
 

 

Note that I is a k by k identity matrix. Bob 

now has his private key, (f, g), although in 

practice he will want to store the inverses 

Fp, Gp and Cp and constructs the matrix h 
M by taking 

 
)(mod** qGFph qq
 

Bobs public key consists of the three 

matrices,(h, A,B). 

 

Encryption 

To encrypt a message to send to Bob, Alice 

randomly generates the short polynomials 

R
k
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then constructs the matrices L ,
 by 

taking   
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Alice then takes her message m   Lm, and 

computes the encrypted message 

e =  **h + mc (mod q). 

Alice then sends e to Bob. 

 

Decryption 

To decrypt, Bob computes 

a = f *e* g  (mod q) . 

 

Bob translates the coefficients of the 

polynomials in the matrix a to the range -q/2 

to +q/2 using the centring techniques as in 

the original NTRU paper [8]. Then, treating 

these coefficients as integers, Bob recovers 

the message by computing 

d = Fp*a*Gp* Cp   (mod p). 

 

Correctness of algorithm: 

 

Theorem 1. The equation d = M is correct. 

Proof 

a = f* e*g  (mod q) 

a = f* (  **h + mc)*g(mod q) 

a = (f*  **h * g + f *m *c*g)  (mod q) 

a = (f * *p*Fq*Gq * *g + f *m*c*g) (mod 

q) 

a = (p*  * + f *m *c *g) (mod q) 

Now 

d = Fp *a *Gp*Cp  (mod p) 

d = Fp *( p*  * + f *m *c *g) *Gp *Cp 

(mod p) 

d = Fp *p *  * * Gp* Cp (mod p) + Fp * f* 

m* c* g* Gp * Cp (mod p) 

d=0 + Fp *f * m * c* g * Gp *Cp (mod p) 

d = 0 + m 

d = m 
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Conclusion 
In this paper we have proposed a method for 

choosing the Jordan Canonical Form for Key 

generation, Encryption and decryption using 

by matrices of taking f as proposed in the 

Gaussian Integer matrix for NTRU 

cryptosystem. The advantage of using 

Jordan Canonical Form is improve the 

efficiency of lattice based cryptosystem in 

terms of key length and computation time 

without compromising their security. This 

method is more efficient and more secure as 

compare to the Nanda et al. [18]. There is 

always a Jordan Canonical Form in the form 

of upper triangular matrix which speeds up 

the key generation. 
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